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Anglican Diocese of Calgary Approved: Executive – September 18, 2007 

 

POLICY ON PRIVACY OF PERSONAL INFORMATION 

 

1. Preamble 

Alberta’s Personal Information Protection Act (PIPA) became law on January 1, 2004. PIPA applies in 

full to the Diocese of Calgary, all parish corporations, and all committees or ministries established by 

the Diocese or a parish. Throughout this document, the word Diocese can be interpreted to include 

any Diocesan or parish body that is covered by PIPA. 

PIPA requires the Diocese to protect the personal information of both the public (church members 

and others who use church facilities) and church employees. It requires a lot of “reasonableness” – 

that is considering whether what is done with information about a particular individual would make 

sense to him or her from that individual’s perspective. PIPA establishes rules about collecting, using, 

and disclosing personal information to balance: 

• An individual’s right to have his or her information protected, and 

• The need of the Diocese (and parishes, etc.) to collect, use, and disclose personal 

information for legitimate “business” (i.e. church) purposes 

The Diocese must comply with PIPA. As part of this compliance a commitment must be made to pro-

tect personal information. This commitment requires the Diocese and each parish corporation to adopt 

and enforce policies relating to how personal information is collected, used and disclosed. 

 

2. Scope of Policy 

2.1 Compliance with this policy is incumbent upon the Diocesan Office and all Diocesan ministries 

and committees. 

2.2 Compliance with this policy is incumbent upon every parish and congregation of the Anglican 

Diocese of Calgary and their ministries and committees. 

 

3. Compliance 

 

3.1 Legislative Compliance 

The Diocese takes as the basis of its decision-making with respect to the privacy of personal 

information the Personal Information Protection Act (PIPA) of the Province of Alberta, and/or 

such other applicable legislation with which it may be required to comply.   

 

4. Responsibility for Implementation 

4.1 The Executive Committee of the Diocese is responsible for appointing a Diocesan Privacy Offi-

cer who is responsible for ensuring that this policy is followed in the Diocesan Office and by 

each Diocesan ministry or committee. 

4.2 The corporation (incumbent and wardens) of each parish or congregation in the Diocese is re-

sponsible for appointing a Parish Privacy Officer who is responsible for ensuring that this policy 

is followed in each parish or congregation (or assuming such responsibility itself). 

 

5. Definitions 

 

5.1 In this policy, the following definitions are used: 

 

a) Diocese: includes, for the purposes of this policy, the Diocesan Office, all Diocesan minis-
tries and committees, all parishes and congregations, and all ministries and committees of 

parishes and congregations 
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6. Commitment to Privacy 

 

6.1 The Anglican Diocese of Calgary is committed to protecting the privacy of all individuals who 

are employed within the diocese, who volunteer their time to the Diocese, who are members 

of congregations and members of those groups who use church facilities. This policy is de-

signed to inform all of these individuals and groups about the Diocese’s commitment and the 

practices in place concerning the collection, use and disclosure of personal information pro-

vided to the Diocese and parishes, and about the measures that should be in place to protect 

that information. It applies to all of the activities and undertakings of the Diocese and its par-

ishes, takes effect as of January 1, 2008 and will be reviewed on a regular basis. 

 

7. Privacy Principles 

 

7.1 The following principles constitute a set of Fair Information Practices that will govern how the 

Diocese will handle personal information. These principles do not replace PIPA and in case of 

conflict between PIPA and these principles PIPA will prevail. 

 

• Accountability: The Diocese is responsible for maintaining and protecting per-

sonal information that is in its custody or under its control. In order to ensure this, 

an individual or individuals to act as Privacy Officer(s) will be designated as pro-

vided in section 4 of this policy (above). 

• Identifying Purposes: Before collecting personal information, the Diocese must 

identify the purpose or purposes for which the information is being collected. Indi-

viduals will be informed of this purpose on request or when required by PIPA (see 

section 4 of Guidelines for Collection, Use and Disclosure of Personal Information). 

• Consent: An individual’s knowledge and consent are required for the collection, 

use or disclosure of personal information unless PIPA provides for collection, use 

or disclosure without such consent. Consent may be given in writing, orally or, in 

certain circumstances may be deemed to have occurred. A record will always be 

kept when consent is provided (see section 7 of Guidelines for Collection, Use and 

Disclosure of Personal Information). 

• Limiting Collection: The Diocese will only collect personal information that is 

necessary for the purposes identified by the Diocese. All information must be col-

lected by fair and lawful means and no personal information will be requested 

unless it is necessary to provide a product or service to an individual. Wherever 

possible personal information will be collected directly from the individual it is 

about so that the person is knowledgeable about the purpose of the collection. 

• Limiting Use, Disclosure, and Retention: Personal information will only be 

used or disclosed for the purpose for which it was collected unless an individual 

has consented to a different use or a disclosure or PIPA permits use or disclosure 

without consent (see sections 9 & 14 of Guidelines for Collection, Use and Disclo-

sure of Personal Information). Personal information is only retained for the period 

of time required to fulfill the purpose for which it was collected unless the Diocese 

is required by law to retain the information for a longer period of time. 

• Accuracy: Every reasonable effort will be made to ensure that personal informa-

tion is maintained in an accurate and complete form before it is used to make a 

decision or provide a service or before it is disclosed to another organization. 

• Safeguarding Personal Information: Personal information must be protected 

by security measures commensurate with the sensitivity of the information. These 

safeguards are set out in the Diocese’s Information Handling and Security Proce-

dures. 

• Openness: The Diocese will provide people with information concerning the poli-

cies and procedures that apply to the management of their information. This policy 

and associated procedures will be available in every parish and at the diocesan of-
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fice and will be provided at no charge on request. The policy and procedures will 

also be posted on the diocesan website. 

• Right of Access and Correction: Individuals have the right to be informed of the 

existence, use, and disclosure of their personal information and shall be given ac-

cess to any personal information about them in accordance with PIPA. The Diocese 

may charge a reasonable fee for copying personal information. Individuals may 

verify the accuracy and completeness of their personal information and may re-

quest that it be amended to correct any factual error or omission. 

• Handling Complaints and Suggestions: Individuals may direct any questions or 

inquiries with respect to these privacy principles, or about the Diocese’s privacy 

practices, to the appropriate privacy officer. The name of the diocesan privacy offi-

cer and information on how to contact that person will be readily available. 
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Guidelines for Collection, Use, and Disclosure of Personal Information 

 

 

Personal Information collected before January 1, 2004: 

1. Personal information collected by the Diocese before January 1 2004 is presumed by PIPA to 

have been collected with consent. The Diocese will continue to use and disclose it for the pur-

pose for which it was originally collected. 

2. If it is not clear whether the original purpose has been explained to the individual concerned, 

the purpose will be documented in the records as narrowly as possible and the information will 

continue to be used and disclosed. 

 

Personal Information collected after January 1, 2008: 

3. Whenever possible, collect personal information about an individual directly from that individ-

ual. 

4. When a person provides personal information voluntarily for a particular purpose, consent to 

collection for that purpose is implied and no notice of purpose is required. However, it is good 

practice to tell people about the purpose of collection at all times. 

5. If the information is not provided directly by the individual, written or verbal consent must be 

obtained from the individual unless PIPA authorizes collection without consent. In such cases, 

the individual must be informed of the purpose for the collection and consent must be re-

corded. 

6. PIPA does set out some circumstances when collection without consent may occur. Of these, 

the most frequently used is likely to be: 

• When a reasonable person would consider that the collection is clearly in the inter-

ests of the individual and consent cannot be obtained in a timely manner or the 

individual would not reasonably be expected to withhold consent (e.g. getting a 

phone number to contact a family member in case of illness or emergency or to 

provide pastoral care; collecting the name of a person for whom prayer is desired; 

obtaining information about the location of a parish member who is in a hospital). 

 Other examples include: 

• When collection is pursuant to a statute or regulation that authorizes or requires 

the collection (e.g. Income Tax Act requires an individual’s SIN to issue a T–slip). 

• When the collection is from a public body and the public body is authorized to dis-

close that information to the Diocese (e.g. from Government of Alberta or one of 

its departments) 

• When the collection is reasonable for the purposes of an investigation or a legal 

proceeding (e.g. breach of contract, employee misconduct, defense of a law suit 

against the Diocese) 

• When the collection is necessary to determine the individual’s suitability to receive an 

honour, award or similar benefit, including a scholarship or grant (e.g. financial assistance 

for attendance at camp) 

• When the information is publicly available (e.g. telephone book or other public directory) 

• When the information may be disclosed to the Diocese without consent under section 20 of 

PIPA 
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• When the collection is necessary in order to collect a debt owed to the Diocese or to en-

able the Diocese to repay to the individual money owed by it to the individual 

• When the information consists only of personal employee information that is related to the 

employment or volunteer work relationship of the individual and, if the individual is an 

employee of the Diocese, the individual has been provided with reasonable notification 

that the information is going to be collected and of the purpose for the collection (e.g. 

employee or volunteer evaluations). 

 

Use of Personal Information: 

7. Personal information can only be used for purposes that are reasonable and then only the 

least amount of information necessary to achieve that purpose should be used. Use means 

when someone authorized by the Diocese accesses the information to carry out a purpose or 

activity for the Diocese. To determine if a use is “reasonable” ask yourself if the person who 

provided the information would consider it likely that you would use it for that particular pur-

pose. If not, you need to reconsider using the information for that purpose or obtain consent 

to use it for that purpose. 

8. Before using or disclosing personal information, you must take reasonable steps to ensure that 

it is accurate and complete. The Diocese must review lists of personal information such as par-

ish rolls, committee lists and membership lists on a regular basis and keep them up to date. 

The frequency of review will depend upon the importance of accuracy. 

9. PIPA sets out circumstances where you can use personal information without consent. Of 

these, the most frequently used is likely to be: 

• When a reasonable person would consider that the use is clearly in the interests of the in-

dividual and consent cannot be obtained in a timely manner or the individual would not 

reasonably be expected to withhold consent. Some examples of such use are: 

• To contact members of the Diocese or a particular parish (people on a parish 

roll or diocesan mailing list) about the mission and ministry of the Diocese of 

Calgary or that parish. This includes communication about upcoming events, 

meetings, administrative matters, outreach activities, continuing education 

and study opportunities, prayer requests and provision of diocesan or parish 

newsletters. 

• To contact people to participate in or volunteer for ministry activities, including 

committees, outreach, stewardship, fellowship, liturgical and other ministries. 

• To maintain lists of people who participate in such activities or who have been 

accredited or recognized in some way (e.g. committee members, synod dele-

gates, persons elected to provincial or general synod, lay readers, and com-

munion assistants). 

• To provide donors to the Diocese with tax receipts. 

 Some of the other circumstances where specific consent to use is not required are: 

• When the information is used for the purpose for which consent was given when the in-

formation was collected 

• To contact a family member in an emergency situation 

• To respond to an emergency that threatens the health, safety or security of an individual 

(e.g. a priest is able to use personal information to prevent a threat from being carried 

out). 

• To prepare records for archival appraisal and transfer to an archival institution. 

• To recruit or manage personnel and volunteers. 
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10. If the personal information is publicly available, it may be used for any purpose related to di-

ocesan or parish business. Publicly available information includes personal information in a 

telephone, professional or business directory, and personal information in a publication or on 

the Internet if it is reasonable to assume that the individual the information is about supplied 

the information. 

11. An individual who is a member of a parish congregation or a member of a Diocesan committee 

or board may use personal information contained on the parish roll or register for the purpose 

of carrying out any authorized activity in the parish or Diocese. 

 

Disclosure of Personal Information: 

12. Personal information may only be disclosed for purposes that are reasonable and then only the 

least amount of information necessary to achieve that purpose should be disclosed. Disclo-

sure means showing, telling, sending or giving some other organization or individual the per-

sonal information in question. This includes externally to the Diocese (e.g. to Provincial Synod 

or the National Office) and within the Diocese when the information passes from one area to 

another for a purpose unrelated to why it was collected (e.g. from one committee or board to 

another unrelated committee or board). 

13. When asked by an external organization for personal information, ask the individual making 

the request why the information is needed and what their authority is to collect it. If in any 

doubt as to whether disclosure is authorized, seek advice from the appropriate Privacy Officer 

(or legal advice) as to whether you can make the disclosure without consent, or seek the con-

sent of the individual concerned before making the disclosure. You may also offer to provide 

the name and contact information of the requestor to the individual concerned. 

14. Some circumstances when disclosure may take place without consent are: 

• When a reasonable person would consider that the use is clearly in the interests of the in-

dividual and consent cannot be obtained in a timely manner or the individual would not 

reasonably be expected to withhold consent (e.g. providing a name and telephone number 

to contact a family member in the case of an emergency, including a pastoral emergency; 

placing a person on a prayer list) 

• When the personal information is disclosed to a public body that is authorized to collect 

the information under an enactment (e.g. a report of an injury to the Workers’ Compensa-

tion Board; disclosure of financial donations to Canadian Customs and Revenue Agency for 

an investigation; disclosure to the Alberta Human Rights Commission). 

• When the disclosure is necessary to comply with a subpoena, warrant or court order. 

• When a public body or police service needs help in an investigation from which a law en-

forcement proceeding is likely (e.g. police investigation of a robbery or assault). 

• If the disclosure is reasonable for the purposes of an investigation or legal proceeding 

(e.g. to legal counsel for the Diocese or for an internal investigation under the Canons of 

the Diocese). 

• When the information is disclosed to respond to an emergency that threatens the health or 

safety of an individual or the public (e.g. someone threatens to harm another person or 

himself and disclosure can prevent or reduce the chance of the threat being carried out). 

• When the next of kin or friend of an injured, ill or deceased individual needs to be con-

tacted. 

• When collecting a debt owed to the Diocese or a parish (e.g. to a collection agency or to 

someone who may know the location of the debtor). 

• When the information is publicly available as described in 10 above. 
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• To the surviving spouse, adult partner or relative of a deceased individual (e.g. circum-

stances surrounding the death or information provided to a priest or lay person and in-

tended for the spouse, partner or relative). 

• To determine if the individual is suitable for an honour, award or other similar benefit, in-

cluding financial assistance (e.g. to provide background information about an individual for 

a scholarship). 

• To an archival institution for the preservation of church records. 

• To an individual who has signed an agreement for access to the information for research 

purposes. 

• When the information is personal employee information, the individual is or was an 

employee or the information is being collected in order to decide whether to hire a poten-

tial employee (e.g. references). 
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Information Handling and Security Procedures 

 

 

The Diocese will use reasonable safeguards to protect personal information from such actions as: 

• Someone getting access to, or collecting, copying, using or disclosing personal in-

formation when he or she is not supposed to 

• Someone misusing, stealing or losing personal information 

• Someone who is unauthorized to do so collecting, using, disclosing, copying, 

changing or destroying personal information 

• Not destroying or disposing of personal information in a secure manner 

Where a parish does not have the resources to comply with these procedures in their entirety, it must 

make its best efforts within its resource constraints to protect personal information and comply with 

these procedures to the extent possible. 

 

Administrative Safeguards: 

1. The Diocese will ensure that the Diocesan Privacy Policy and Guidelines are made available to 

all staff and volunteers. When hiring new staff or recruiting volunteers who will have access to 

personal information, these staff and volunteers shall read the Privacy Policy and Guidelines 

and have the opportunity to ask questions about how they apply to their work. 

2. Employees will be trained to know the rules for protection of personal information. 

3. Employees will sign an oath of confidentiality if they are users of personal information on a 

regular basis. 

4. An employee will be assigned in each parish and at the Diocesan Office to be systems adminis-

trator, or a contract will be signed with a computer company to perform these duties. 

5. The least amount of personal information necessary for the intended purpose will be used or 

disclosed and only to employees who have a need to know that information. 

6. Reasonable steps will be taken so that personal information transmitted verbally cannot be 

overheard or intercepted. This includes the use of private offices or rooms when discussing 

sensitive personal information. 

7. Employees shall report any violations or suspected breach of privacy or information security as 

soon as possible to the Diocesan Privacy Officer so that corrective action can be taken to re-

solve the immediate situation and minimize the risk of further occurrences. 

 

Physical Safeguards: 

1. All paper and electronic records will be held and stored in an organized, safe and secure man-

ner. Areas where personal information is stored shall be equipped with fire detection and sup-

pression devices (e.g. smoke detectors, fire extinguishers, sprinkler systems) that are checked 

on a regular basis for safety. 

2. Parishes will designate someone to exercise control over keys that provide access to areas 

where personal information is stored or used. Only employees who have signed a confidential-

ity oath should have keys to these areas. 

3. Personal information will not be left displayed or unattended in public areas. 
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4. Personal information will be stored in locked cabinets or desks, or in locked rooms, when not 

in use. 

5. Servers or other computers that house personal information will be kept in a locked room, 

locked cabinet or will be secured to some permanent fixture to reduce the risk of theft. 

6. Personal information will be shredded and not placed in a garbage can or recycling container. 

Documents waiting to be shredded should be boxed and placed in a locked room. 

7. Any personal information being transported or left for pick up will be in a sealed envelope ad-

dressed to the person for whom the information is intended and marked ‘confidential’. 

8. All fax transmissions containing personal information will be sent with a cover sheet. The cover 

sheet will include a notification that the information is confidential and intended only for the 

named recipient and asking that if the fax is received in error the person receiving the fax 

telephone the sender immediately and not make any copy. Employees should double check fax 

numbers for accuracy before sending personal information and if using pre-programmed num-

bers these numbers should be re-verified twice a year. 

9. Prior to disposal of electronic storage media (e.g. disks, CDs, tapes or hard drives) the media 

will be destroyed so as to be unusable. 

10. Servers or computers housing personal information will be protected from power surges or 

power outages by a surge protector and UPS battery. The UPS battery should be checked 

monthly and replaced if needed. 

11. Any laptop computers, tablets or personal digital assistants (PDAs) that contain personal in-

formation shall be kept secure. They must always be locked up and out of sight if left in a ve-

hicle or are out of the possession of the user. 

 

Technical Safeguards: 

1. Information systems users shall be assigned a unique User ID and password for the systems. 

The User ID shall restrict access to data and systems containing personal information to that 

required by the user for their duties to the Diocese or parish. 

2. Passwords are to be kept confidential at all times and should not be shared with others or 

written down except for security purposes. 

3. Systems containing personal information shall be backed up daily and the back up media 

stored off site in a secure place. There will always be one copy of back up data off site and 

that copy shall not be older than 1 week. The employee responsible for back up will check to 

ensure that the back up was successful each day and will ensure that the back up media is ca-

pable of restoring data by performing restoration tests at least twice a year. 

4. All computers housing personal information and connected to the Internet shall have antivirus 

protection installed that is updated automatically. An employee shall be designated to ensure 

that the subscription for the antivirus protection is renewed as required. 

5. A firewall must be in place to protect computers from malicious interference. When possible a 

hardware firewall should be used, but software firewalls are permitted. 

6. An employee or contracted system maintenance company shall ensure that all software up-

dates, security updates and patches to the operating system are properly installed and that 

regular system maintenance is performed on a monthly basis. 
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7. Personal use of the Internet is discouraged and downloading of music, screensavers and other 

programs that could damage or interfere with personal information is prohibited. 

8. Personal information will not be sent by electronic mail unless encrypted or in a password pro-

tected attachment to the e-mail message. The password should be communicated by tele-

phone or in person. 

9. If laptops or tablets are used in a wireless network, precautions will be taken to ensure that 

factory settings are disabled and that the wireless network is secured through encryption 

against outside use or interception of personal information. 

10. If a computer is used by several employees and access restrictions are impractical, sensitive 

personal information such as donation records, employee information or pastoral information 

must be stored on removable media and kept in a locked container when not in use. 

 

Home Offices: 

1. If personal information that is in the custody or control of the Diocese is taken home, it is the 

individual’s responsibility to take reasonable steps to protect that information. This includes: 

• Ensuring that records are secure in the home and not left where they are visible or 

accessible to family members or visitors 

• Ensuring that any Diocesan information is protected on a home computer or port-

able computing device by such means as passwords or partitioned drives. 

• Ensuring that records are secure during transportation and are not left where they 

are visible or accessible to others in a vehicle. 

• Returning records to the Diocese as soon as practicable after home use. 

 


